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2.1 Extent of application  
 
The Department’s previous Discussion Paper suggested that the applicability of the Department’s 
proposals was not limited to large social media companies and Australian internet service providers 
(ISPs), but would also apply to different types of “online service providers”. Many businesses have 
online services delivered via various digital media (e.g. websites, social media, apps and other digital 
or online platforms) which are B2C or B2B in nature, and affect businesses of all sizes. In the 
Department’s latest iteration of the Draft Bill, it is still not clear what specific businesses and services 
are being targeted and the extent of the impacts the Department’s proposals may have. 
  
2.1.1 Targeted businesses 
 
As an example, the Draft Bill includes reference to a range of services including “social media services, 
relevant electronic services and designated internet services”. The Draft Bill also refers to a range of  
additional services that would be subject to the new legislative requirements (in part or full) including 
those defined as “online activity” and “section of the online industry” (sections 134 and 135 of the Draft 
Bill), covering providers of the abovementioned services as well as for internet search engine services, 
app distribution services, hosting services, internet carriage services, and manufacturers, suppliers, 
maintenance and installation of equipment for such services to end users in Australia. These capture 
a wide range of businesses. 
 
Focusing on “relevant electronic services”, section 5 of the Draft Bill (which appears to be based on 
section 4 of the Enhancing Online Safety Act 2015 (Cth)) defines this term as: 
 

"relevant electronic service" means any of the following electronic services: 
(a)  a service that enables end-users to communicate, by means of email, with other end-

users; 
(b)  an instant messaging service that enables end-users to communicate with other end-

users; 
(c)  an SMS service that enables end-users to communicate with other end-users; 
(d)  an MMS service that enables end-users to communicate with other end-users; 
(e)  a chat service that enables end-users to communicate with other end-users; 
(f)  a service that enables end-users to play online games with other end-users; 
(g)  an electronic service specified in the legislative rules. 

 
There may be elements of activities of many Australian businesses that allow, for example, customer 
feedback and chat features with staff that may be captured by the above definition of “relevant 
electronic service” and therefore could fall within the scope of the Department’s proposals. Additionally, 
there are existing tools that are offered by social media services to empower adults to report bad 
behaviour including against cyberbullying. In this regard, there may be adequate tools in place to 
protect adults against cyberbullying online, which do not necessitate the Department’s proposal to 
extend the cyberbullying regime to adults. 
 
Finally, cloud infrastructure providers and other similar storage or infrastructure providers may be 
captured, even if they have minimal or no control over the content of communications. To that end, the 
definitions should be clear and precise and should exclude services such as cloud computing. 
 
2.1.2 Types of conduct and harm 
 
In addition to the vagueness of services and businesses being targeted in the Draft Bill, it explicitly 
refers to different forms of harm including: “serious harm” and “significant harm”. While “significant 
harm” appears to be undefined, “serious harm” is defined under section 5 of the Draft Bill as “serious 
physical harm or serious harm to a person’s mental health, whether temporary or permanent”. And 
“serious harm to a person’s mental health includes: (a) serious psychological harm; and (b) serious 
distress”.  
 
“Serious harm” is applied in section 7 of the Draft Bill relating to cyber-abuse material targeted at an 
Australian adult, namely: “an ordinary reasonable person would conclude that it is likely that the 
material was intended to have an effect of causing serious harm to a particular Australian adult”. 
 
“Significant harm” is applied in the context of blocking requests (section 95 of the Draft Bill) and 
blocking notices (section 99), and expressed along the following lines: “the Commissioner is satisfied 
that the availability of the material online is likely to cause significant harm to the Australian 
community”. 
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• Treasury consultation on Major reforms to the Foreign Investment Review Framework – we 
consider that there are potential interactions between Home Affairs’ critical infrastructure 
security reforms and Treasury’s reforms.6  

 

• Treasury consultation on its Inquiry into Future Directions for the Consumer Data Right – we 
raised several interrelated issues including on privacy, data protection and cyber security.7   

 

• Treasury consultation on Improving the Effectiveness of the Consumer Product Safety 
System – online safety considerations may also fall under the scope of Treasury’s 
consultation if it leads to consumer safety issues.8   

 

• Parliamentary Joint Committee on Intelligence and Security (PJCIS) and Independent 
National Security Legislation Monitor (INSLM) reviews relating to the Telecommunications and 
other Legislation Amendment (Assistance & Access) Act 2018 (Cth) (TOLA Act) – there are 
concerns about the potential negative impact of this Act on cyber security and privacy of 
products and services.9 We have made a supplementary submission supporting the INSLM’s 
recommendations.10  

 

• PJCIS review into the effectiveness of the Telecommunications Legislation Amendment 
(International Production Orders) Bill 2020 – we consider this review is interrelated with the 
TOLA Act review.11  

 

• Standing Committee on Communications and the Arts Inquiry into 5G in Australia – while 
cyber security has been excluded from this Inquiry, there are interrelated considerations with 
respect to the operation of 5G and IoT.12  

 

• Ambassador for Cyber Affairs and Critical Technology within DFAT has been consulting on 
Australia’s International Cyber and Critical Technology Engagement Strategy, which will 
potentially be relevant to this consultation.13  
 

 
6 Ai Group submission to Treasury (September 2020), Link: 
https://cdn.aigroup.com.au/Submissions/Trade and Export/Submission FATA reforms September 2020.pdf
. 
7 Ai Group submission to Treasury (June 2020), Link: 
https://cdn.aigroup.com.au/Submissions/Technology/Treasury_CDR_Inquiry_5Jun_2020.pdf. 
8 Treasury, Improving the Effectiveness of the Consumer Product Safety System, Link: 
https://consult.treasury.gov.au/market-and-competition-policy-division-internal/main-consultation. 
9 Joint submission to PJCIS (Submission No. 23, July 2019), Link: 
https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Intelligence and Security/Amendments
TOLAAct2018/Submissions; Joint submission to INSLM (Submission No. 15, September 2019), Link: 
https://www.inslm.gov.au/submissions/tola; Ai Group submission to INSLM (Submission No. 12, September 
2019), Link: https://www.inslm.gov.au/submissions/tola; Australian Strategic Policy Institute, Perceptions 
survey: Industry views on the economic implications of the Assistance and Access Bill 2018 (December 2018), 
p. 3. 
10 Ai Group supplementary submission to PJCIS (Submission No. 23.1, July 2020), Link: 
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/Amendments
TOLAAct2018/Submissions. 
11 Ai Group submission to PJCIS (Submission No. 32, May 2020), Link: 
https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Intelligence and Security/IPOBill2020/
Submissions. 
12 Ai Group submission to Standing Committee on Communications and the Arts (Submission No. 356, 
November 2019), Link: 
https://www.aph.gov.au/Parliamentary_Business/Committees/House/Communications/5G/Submissions. 
13 DFAT, International Cyber and Critical Technology Engagement Strategy, Link: 
https://www.dfat.gov au/international-relations/themes/cyber-affairs/public-consultation-international-
cyber-and-critical-technology-engagement-strategy. 

 












