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About	Global	Partners	Digital	
Global	Partners	Digital	is	a	social	purpose	company	dedicated	to	fostering	a	digital	environment	
underpinned	by	human	rights. 	

About	Digital	Rights	Watch	
Digital	Rights	Watch	is	a	charity	organisation	founded	in	2016	whose	mission	is	to	ensure	that	
people	in	Australia	are	equipped,	empowered	and	enabled	to	uphold	their	digital	rights.2		

Introduction	

Global	Partners	Digital	and	Digital	Rights	Watch	welcome	the	opportunity	to	provide	feedback	on	
a	draft	Online	Safety	(Basic	Online	Safety	Expectations)	Determination	2021.	We	recognise	the	
legitimate	 desire	 of	 the	 Australian	 government	 to	 place	 greater	 responsibility	 on	 service	
providers	to	ensure	they	provide	safer	services	to	Australian	end-users.	Based	on	our	analysis,	
however,	we	believe	that	particular	aspects	of	the	draft	Expectations,	if	taken	forward	in	their	
current	form,	may	pose	risks	to	individuals’	rights	to	freedom	of	expression,	security,	and	privacy	
online	and	could	be	inconsistent	with	Australia’s	international	human	rights	obligations.		

In	this	joint	response,	we	relay	our	concerns	and	make	a	series	of	recommendations	on	how	the	
proposals	 could	 be	 revised	 to	 mitigate	 these	 risks.	 We	 believe	 these	 considerations	 and	
recommendations,	 if	 incorporated	 into	 the	 final	 instrument,	 will	 help	 safeguard	 freedom	 of	
expression,	security,	and	privacy	online.		

	

6	Expectations	-	Provider	Will	Take	Reasonable	Steps	to	Ensure	Safe	Use	

● Additional	 expectation	 -	 (2)	 The	 provider	 of	 the	 service	 will	 take	 reasonable	 steps	 to	
proactively	minimise	the	extent	to	which	material	or	activity	on	the	service	is	or	may	be	
unlawful	or	harmful.	

We	 are	 particularly	 concerned	 about	 the	 inclusion	 of	 this	 additional	 expectation	 and	 the	
corresponding	 reasonable	step	(a)	“developing	and	 implementing	processes	 to	detect,	moderate,	

 
1 Learn	more	about	our	work	at:	https://www.gp-digital.org		
2 Learn	more	about	our	work	at:	https://digitalrightswatch.org.au		
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8	 Additional	 expectation—provider	 will	 take	 reasonable	 steps	 regarding	
encrypted	services	

● Additional	Expectation	-	If	the	service	uses	encryption,	the	provider	of	the	service	will	take	
reasonable	steps	to	develop	and	implement	processes	to	detect	and	address	material	or	
activity	on	the	service	that	is	or	may	be	unlawful	or	harmful.	

We	 are	 particularly	 concerned	 with	 the	 inclusion	 of	 this	 additional	 expectation	 and	 the	
detrimental	 impact	 it	would	have	on	 individual	 and	 collective	digital	 security.	This	 additional	
expectation	 currently	 frames	 encryption	 as	 an	 inhibitor	 to	 safety,	 which	 runs	 counter	 to	 the	
consensus	 in	 the	 cybersecurity	 industry	 who	 view	 encryption	 as	 vital	 to	 facilitate	 safety.	
Encryption	 is	 essential	 for	 all	 businesses,	 individuals,	 and	 digital	 security	 at	 a	 national	 level.		
Encryption	 facilitates	 the	 security	 	 of	 our	 online	 activities;	 protecting	 data	 from	 potential	
cybercriminals,	enabling	secure	online	transactions,	and	maintaining	the	privacy	and	security	of	
our	online	communications,	including	those	of	children.	For	example,	encryption	plays	a	crucial	
role	 in	 preventing	malicious	 actors	 from	accessing	 networked	devices,	 including	 tapping	 into	
users’	webcams	or	baby	monitors.	This	additional	obligation	would	potentially	undermine	the	
security	of	Australians'	encrypted	services,	jeopardizing	the	safety	of	the	millions	of	people	who	
rely	 on	 them	 each	 day.	 Prompting	 services	 to	 weaken,	 undermine,	 or	 otherwise	 bypass	
encryption	threatens	the	digital	security	of	Australia	at	a	national	level	by	introducing	security	
weaknesses	into	everyday	services	used	by	Australians.	Further,	encryption	is	essential	for	the	
protection	of	vulnerable	groups,	including	LGBTQ+	persons7	and	survivors	of	domestic	violence,	
who	rely	on	encryption	to	protect	the	sharing	of	information	about	safe	relocation,	the	integrity	
of	 digital	 evidence,	 and	 to	 guard	 against	 unauthorised	 access	 to	 survivors’	 details	 or	
communications.8	The	inclusion	of	this	additional	expectation	risks	undermining	the	first	core	
expectation	of	the	BOSE:	that	the	digital	platform	will	take	reasonable	steps	to	ensure	that	end-
users	are	able	to	use	the	service	in	a	safe	manner.	

We	are	also	concerned	that	the	inclusion	of	this	additional	expectation	would	potentially	have	a	
detrimental	 impact	 on	 individuals’	 right	 to	 privacy	 and	 freedom	 of	 expression.	 Privacy	 is	 a	
gateway	 to	 the	 enjoyment	 of	 other	 rights,	 particularly	 the	 right	 to	 freedom	 of	 expression.	
Encryption	 provides	 individuals	 with	 a	 zone	 of	 privacy	 online	 to	 hold	 opinions	 and	 exercise	
freedom	of	expression.	Mandating	that	the	providers	of	encrypted	services	take	reasonable	steps	
to	detect	and	address	material	would	almost	certainly	amount	to	an	unjustifiable	restriction	on	
individuals’	right	to	communicate	privately.	This	is	because	such	services	use,	almost	universally,	
end-to-end	 encryption,	 limiting	 (although	not	 eliminating)	 the	 ability	 of	 providers	 to	 filter	 or	
monitor	 content	 which	 is	 generated	 or	 shared	 using	 them.	 Compliance	 with	 this	 additional	
expectation	would	be	unfeasible	unless	 those	 services	weakened	or	 ceased	 to	use	end-to-end	
encryption,	which	would	 amount	 to	 an	 unjustifiable	 restriction	 on	 the	 right	 to	 privacy	 and	 a	
potential	chilling	effect	on	freedom	of	expression.	

The	utility	of	this	additional	expectation	is	also	questionable	at	best.	Research	by	Tech	Against	
Terrorism	 indicates	 that,	 contrary	 to	 the	 rationale	 underpinning	 policymakers’	 calls	 for	
weakening	encryption	or	inserting	backdoors,	there	is	no	guarantee	that	systematic	monitoring	
of	 encrypted	 content	 will	 be	 efficient	 in	 countering	 and	 disrupting	 criminal	 activities,	 as	

 
7 LGBT	Tech	&	ISOC,	Encryption	-	Essential	for	the	LGBTQ+	Community,	available	at:	
https://www.lgbttech.org/post/2019/11/22/lgbt-tech-release-encryption-one-sheet 
8	ISOC,	Understanding	Encryption	Fact	Sheet:	The	Connections	to	Survivor	Safety,	(2020)	available	at:	
https://www.internetsociety.org/resources/doc/2020/understanding-encryption-the-connections-to-
survivor-safety/		










