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Executive Summary

Australia's character as a democratic, open, and free society could be fundamentally altered by the
bill. The chilling effect could lead to a more cautious, controlled, and fearful nation, where citizens
are less likely to challenge authority or think critically. This shift could have long-term consequences
for Australia's standing as a global leader in democracy and human rights.

This submission presents an examination of the proposed bill focused on regulating online content,
specifically targeting misinformation and disinformation. It offers an overview of the complexities
and challenges associated with regulating online content. It emphasizes the need for careful
consideration, consultation, and potential revision of the bill to strike a balanced approach. The goal
is to protect the public interest without undermining individual rights, innovation, and democratic
values, ensuring that the legislation serves its intended purpose without causing unintended harm.

The following is a brief outline of each chapter in this submission:
1. Chilling Effect on Free Speech and Free Inquiry

The proposed bill in Australia threatens free speech and inquiry, potentially reshaping the nation's
character. The implications are vast, affecting individual expression, academic freedom, corporate
responsibility, media integrity, cultural diversity, and the balance of power. The chapter explores
these implications in detail, including impacts on individuals, universities, corporations, media,
culture, authoritarian leanings, and the overall character of the country.

2. Economic Implications

The proposed bill has profound economic implications, affecting various sectors of the economy. It
could impact individual livelihoods, stifle innovation, and affect areas like digital platforms,
individuals, the job market, innovation, foreign investment, media, education, tourism, e-commerce,
healthcare, real estate, non-profits, financial markets, and rural communities. The chapter calls for a
comprehensive evaluation of the bill to ensure that it doesn't inadvertently harm various facets of
the economy.

3. A History of Dissent

This chapter highlights how many scientific discoveries and technological innovations were initially
met with skepticism or opposition. Examples include germ theory, the dangers of smoking, climate
change, and more. These examples demonstrate the importance of dissenting views and how they
can lead to broader acceptance and significant changes in understanding and policy.

4. The Value of Dissent: A Check and Balance Against Orthodoxy

Dissent is vital for a healthy society, fostering innovation, protecting democratic values, safeguarding
human rights, and acting as a check against harmful state and corporate orthodoxy. The chapter
explores the multifaceted benefits of dissent and examines a recent bill that threatens to stifle
dissent, emphasizing the importance of preserving these essential freedoms.

5. Unintended Consequences

The bill's unintended consequences include over-censorship, chilling effect on free speech, economic
impacts, reputational damage, legal challenges, stifling of innovation, misuse by vested interests,
global implications, public trust issues, impact on marginalized voices, potential political misuse,
reliance on flawed technologies, and complications with international agreements.
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6. Concerns about Constitutional Rights

The chapter outlines potential incompatibilities of the bill with the Australian Constitution, including
issues related to implied freedom of political communication, external affairs power, corporation
power, interstate trade and commerce, acquisition of property on just terms, inconsistency between
Commonwealth and State laws, overbreadth and vagueness, and separation of powers.

7. Non-Compatibility with International Human Rights

The chapter details potential incompatibilities between the bill and international human rights
standards, including violations of the Universal Declaration of Human Rights (UDHR), International
Covenant on Civil and Political Rights (ICCPR), and International Covenant on Economic, Social and
Cultural Rights (ICESCR). The incompatibilities focus on restrictions or penalties on speech,
communication, peaceful assembly, participation in public affairs, and other rights protected by
these international instruments.

8. Ambiguity in Definitions

The ambiguity in defining key terms within the proposed bill poses a serious and multifaceted
challenge. It opens the door to subjective interpretation, potential abuse, legal challenges, and
impediments to effective regulation. The lack of clarity threatens free speech, democracy, and the
rule of law, raising ethical concerns about the integrity and fairness of the legal system. Addressing
these ambiguities is vital to prevent far-reaching and detrimental consequences.

9. Exemption of Government from Proposed Laws

The proposed exemption of the government from certain laws presents a significant risk to
democratic principles, accountability, and public trust. It creates a double standard, undermines
healthy debate, and may conflict with international obligations. The long-term implications include

potential abuse of power, erosion of democratic values, and hindrance to innovation and progress.
10. Potential Bias Towards Mainstream Media

The exclusion of professional news content from ACMA's restrictions, while seemingly favouring
mainstream media, raises concerns about public trust, media independence, unfair competitive
advantage, and the undermining of journalism's role. The exclusion may lead to complacency,
erosion of quality, and missed opportunities for self-regulation.

11. Potential for Misuse, Overreach, and Regulatory Capture in the Proposed Bill

The proposed bill's potential for misuse, overreach, and regulatory capture emphasizes the need for
careful scrutiny and safeguards. The ambiguity in provisions and potential for selective enforcement
raises ethical and legal questions, including stifling political expression, erosion of privacy, and
corporate influence.

12. Creating a New Underground

The bill may inadvertently drive users towards covert technologies, complicating regulation, and
introducing new challenges. Increased use of encryption, decentralized platforms, dark web, VPNs,
and sophisticated technologies may lead to fragmentation of the online community, erosion of trust,
and potential for cybercrime.
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13. Personal Websites

The bill's impact on personal websites could stifle independent journalism and content creators. It
introduces content liability, increased moderation, legal and financial risks, freedom of expression
concerns, operational challenges, reputational risks, technical implications, and potential legal
challenges.

14. Universities: “The Academy”

The proposed bill threatens academic freedom, potentially chilling scientific dissent, intellectual
diversity, and innovation. Its ambiguous provisions may lead to self-censorship, suppression of views,
and bias in publishing. The potential effects include narrowing academic discourse, driving top talent
away, and long-term stagnation in scientific progress. Careful revision of the bill is essential to
preserve the integrity and vitality of the academic community.

15. Self-incrimination

The bill's provisions on self-incrimination and information-gathering raise legal, ethical, and practical
issues, including undermining individual rights, potential coercion, overreach of powers, and privacy
concerns. Challenges in defining misinformation, impacts on free speech, and stifling innovation add
complexity. Careful revision is needed to address these concerns.
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1. Chilling Effect on Free Speech and Free Inquiry:

The proposed bill in Australia has the potential to significantly impact free speech and free inquiry
across various sectors of society. Its chilling effect could reshape the nation's character, leading to a
more conformist and less democratic Australia. The implications are vast, affecting individual
expression, academic freedom, corporate responsibility, media integrity, and cultural diversity. The
potential for hefty fines may further deter individuals and platforms from engaging in discussions or
debates on controversial topics, even if factually accurate. The bill serves as a warning of how
legislation can have ripple effects that alter the fabric of a nation in ways that may be hard to

reverse.
1. Impact on Individuals:

For the average citizen, the fear of hefty fines and penalties could lead to self-censorship. People may
become hesitant to express their opinions, share information, or engage in debates on controversial
topics. This self-imposed silence erodes the democratic principle of free speech and can lead to a
more conformist and less vibrant society.

2. Impact on Universities and Academic Freedom:

Universities are traditionally the bastions of free thought and inquiry. The bill's chilling effect could
stifle academic dissent, leading to a reluctance to challenge prevailing narratives or explore
unconventional ideas. This could hinder scientific progress and innovation, as groundbreaking
discoveries often stem from dissenting viewpoints. The fear of retribution could also lead to a brain
drain, with top talent seeking "freer" jurisdictions.

3. Impact on Corporations and Media:

Corporations, especially those involved in media and technology, may find themselves caughtin a
precarious position. The need to comply with the bill could force them to curtail content, leading to a
sanitized and controlled information landscape. This could undermine the media's role as the
"Fourth Estate," weakening its ability to hold power to account.

4. Cultural and Societal Implications:

The chilling effect extends beyond legal considerations to shape the cultural and societal norms of
the country. A climate of fear and conformity could replace the traditionally valued Australian ethos
of openness, robust debate, and individual expression. The suppression of dissenting voices could
lead to a homogenized culture where diversity of thought is discouraged.

5. Emboldening Authoritarian Leanings:

Perhaps one of the most concerning aspects of the bill's chilling effect is its potential to embolden
those with authoritarian leanings. By legitimizing the suppression of dissent, the bill could provide a
framework for further erosions of civil liberties. This could lead to a slippery slope where the
government's control over information and public discourse becomes increasingly centralized and

unchecked.
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2. Economic Implications

The proposed bill's economic consequences are extensive, affecting various sectors including
tourism, e-commerce, healthcare, and more. Its potential to impact individual livelihoods and stifle
innovation requires a nuanced approach. Policymakers must carefully evaluate the bill's complex
interplay of factors to balance regulation with economic vitality, ensuring that the legislation doesn't
inadvertently harm different facets of the economy.

The following analysis explores the various economic dimensions that could be impacted by the bill:
1. Impact on Digital Platforms

a. Financial Burden: The imposition of substantial fines can create a significant financial
burden for digital platforms, especially smaller ones. This could lead to reduced profitability
and hinder growth and innovation.

b. Compliance Costs: The need to comply with the new regulations may require platforms to
invest in new technologies, personnel, and legal expertise. These compliance costs can be
particularly burdensome for start-ups and small businesses.

¢. Market Competition: The financial strain caused by fines and compliance costs may force
smaller platforms out of the market, reducing competition and potentially leading to
monopolistic practices by larger corporations.

2. Impact on Individuals

a. Freedom of Expression: The threat of fines may deter individuals from expressing their
opinions or engaging in debates, leading to a less vibrant and diverse online community.

b. Economic Opportunities: For content creators, bloggers, and influencers, the new
regulations may limit opportunities to monetize their content, impacting their livelihoods.

3. Impact on Job Market

a. Job Losses: The financial strain on digital platforms may lead to downsizing, resulting in
job losses across various sectors, including technology, marketing, legal, and customer
support.

b. Reduced Hiring: Uncertainty surrounding the regulatory environment may lead platforms
to reduce hiring, impacting job creation and contributing to unemployment.

4. Impact on Innovation and Entrepreneurship

a. Chilling Effect on Innovation: The financial risks associated with non-compliance may
deter innovation and experimentation, stifling creativity and technological advancement.

b. Barriers to Entry: The compliance costs and potential fines may create barriers to entry for
new start-ups, limiting entrepreneurship and hindering economic dynamism.
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5. Impact on Foreign Investment

a. Investor Confidence: The regulatory uncertainties and potential financial liabilities may
erode investor confidence, leading to reduced foreign investment in the country's technology
sector.

b. International Relations: The bill's impact on international platforms could have diplomatic
repercussions, affecting trade relations and international cooperation.

6. Impact on Media and Journalism

a. Media Sustainability: For media outlets that rely on digital platforms for revenue, the new
regulations may impact sustainability, leading to reduced quality of journalism and potential
closures.

b. Advertising Revenue: The bill may affect online advertising revenue, impacting both
platforms and advertisers, and leading to reduced economic activity in the advertising sector.

7. Impact on Education and Academia

a. Academic Freedom: The regulations may limit academic discourse and research
dissemination, impacting the quality of education and academic advancement.

b. Research Funding: The chilling effect on innovation may lead to reduced funding for
research and development, hindering scientific progress.

8. Broader Economic Implications

a. Economic Growth: The cumulative impact of the above factors may lead to reduced
economic growth, impacting the overall economic health of the country.

b. Regulatory Precedent: The bill may set a precedent for further regulatory interventions,
creating an uncertain business environment that could deter investment and economic
development.

9. Impact on Tourism Industry

a. Online Promotion and Marketing: Many tourism businesses rely on social media and
digital platforms for promotion and marketing. Restrictions or fines related to content could
hinder these efforts, leading to reduced visibility and potential loss of revenue.

b. Travel Reviews and Information Sharing: The bill's ambiguity around misinformation and
disinformation might affect platforms that host travel reviews and information sharing. This
could lead to a lack of trust in online information, impacting tourists' decision-making and
potentially reducing tourist arrivals.

¢. Impact on Cultural Exchange: Social media platforms often facilitate cultural exchange and
engagement with potential tourists. Restrictions could limit these interactions, diminishing
the appeal of the destination and affecting tourism numbers.
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10. Impact on E-commerce

a. Consumer Trust: The bill's potential to affect online content and discussions might erode
consumer trust in e-commerce platforms, impacting online sales and the broader e-
commerce industry.

b. Cross-Border Trade: If the bill affects international platforms, it could create barriers to
cross-border trade, impacting both importers and exporters.

11. Impact on Healthcare Industry

a. Health Information Sharing: The bill's definitions around misinformation could affect the
sharing of health information online. This might hinder public health campaigns and patient
education, with potential economic implications for the healthcare industry.

b. Stifling of Scientific Debate: The bill's restrictions on content could lead to a chilling effect
on medical research and collaboration. Researchers might become hesitant to publish or
discuss controversial or unconventional findings, hindering scientific progress and innovation
in healthcare.

13. Impact on Non-Profit and Community Organisations

a. Fundraising and Awareness: Many non-profit organisations use social media for
fundraising and awareness campaigns. The bill could impact these efforts, affecting the
financial sustainability of these organisations and their ability to contribute to the
community.

b. Suppression of Voices: The bill's restrictions might suppress the voices of non-profit
organizations that advocate for social change, human rights, or environmental causes. This
could limit their ability to effectively lobby, protest, or engage in public discourse.

14. Impact on Rural and Remote Communities

a. Access to Markets: For rural businesses that rely on online platforms to access broader
markets, the bill could create barriers, impacting economic development in remote areas.

b. Stifling Innovation: The bill's costs and constraints might deter technology companies
from investing in or developing solutions tailored to rural and remote areas, stifling
innovation and hindering technological progress.
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3.

A History of Dissent

Dissenting views, particularly those that challenge established beliefs, economic interests, or political

agendas, often face significant obstacles. Many scientific discoveries and technological innovations

that are widely accepted today were initially met with skepticism or resistance. However, through

evidence and persistent advocacy, these dissenting perspectives have often led to broader

acceptance, transforming our understanding and shaping policy. Such examples underscore the vital

role of dissent in fostering innovation and progress.

1.

10.

11.

12.

13.

14.

Germ Theory of Disease: The idea that microorganisms cause diseases was initially met with
skepticism. Ignaz Semmelweis, who advocated handwashing to prevent disease, faced
ridicule and opposition from the medical community.

The Dangers of Smoking: Early research linking smoking to lung cancer and other health
problems faced opposition from the tobacco industry, which sought to suppress and
discredit the findings.

Climate Change: The scientific consensus on human-induced climate change has faced
opposition from political and corporate interests, particularly those connected to the fossil
fuel industry.

The Ozone Hole: The discovery of the depletion of the ozone layer and its link to CFCs faced
resistance from chemical companies that produced these compounds.

Asbestos and Lead Hazards: The dangers of asbestos and lead were known to some
scientists but were suppressed or ignored by industries that profited from these materials.

Thalidomide Tragedy: The dangers of the drug thalidomide were initially dismissed by
pharmaceutical companies, leading to a tragedy where thousands of children were born with
deformities.

Hydraulic Fracturing (Fracking) Concerns: Environmental concerns related to fracking have
faced opposition from the oil and gas industry, leading to ongoing debates and controversies.

Cholesterol and Heart Disease: The link between dietary cholesterol and heart disease was

initially met with resistance from the food industry.

The Big Bang Theory: Proposed as an explanation for the origin of the universe, this theory
faced opposition from proponents of the steady-state model.

The Link Between HIV and AIDS: Early research establishing HIV as the cause of AIDS faced
opposition and denialism from various groups.

The Benefits of Fluoridation in Water: Despite evidence of its benefits in preventing tooth

decay, water fluoridation has faced opposition from various groups.

The Impact of DDT on Wildlife: Rachel Carson's work on the environmental impact of DDT
and other pesticides was initially met with strong opposition from the chemical industry.

The Link Between Human Activity and Extinctions: The idea that human activities could lead
to the extinction of species was once controversial but is now widely accepted.

The Benefits of Renewable Energy: The push for renewable energy has faced opposition
from fossil fuel interests and political groups.
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4. The Value of Dissent: A Check and Balance Against Orthodoxy

Dissent, the expression of diverging opinions, is a vital aspect of a thriving society. It fuels innovation,
protects democratic values, and safeguards human rights. The recent bill, threatening to create a
framework akin to blasphemy and heresy, highlights the importance of preserving dissent. In a world
where conformity often overshadows individual thought, dissent acts as a check against harmful
state and corporate practices, a catalyst for change, and a safeguard for our shared humanity. Its
preservation is crucial in an era where information is power.

1. Fostering Innovation and Discovery

Dissent has been at the heart of many scientific discoveries and technological advancements. From
Galileo's heliocentric model to the theory of relativity, dissenting voices have challenged prevailing
wisdom, leading to breakthroughs that have shaped our understanding of the world. Without the
freedom to question and challenge, innovation would stagnate, and society would be deprived of the
benefits of progress.

2. Promoting Democratic Values

In democratic societies, dissent is a fundamental right that allows citizens to question government

actions, policies, and decisions. It ensures that power is not concentrated in the hands of a few and
that diverse perspectives are considered. Dissent encourages transparency, accountability, and the

rule of law, all of which are essential for a healthy democracy.

3. Protecting Human Rights

Dissent is also a safeguard against human rights abuses. By allowing individuals to speak out against
injustice, discrimination, and oppression, societies can address and rectify wrongs. Dissent provides a
voice to the marginalized and ensures that their concerns are not ignored or silenced.

4. Preventing Corporate and State Orthodoxy

Unchecked power, whether in the hands of the state or corporations, can lead to harmful orthodoxy.
Dissent acts as a counterbalance, preventing the imposition of a singular narrative or ideology. It
ensures that alternative viewpoints are heard, fostering a more nuanced and informed public
discourse.

5. Enhancing Cultural Diversity and Social Cohesion In a diverse society, dissent allows various
cultural, religious, and social groups to express their unique perspectives and values. By respecting
and engaging with these differing viewpoints, societies can build mutual understanding and social
cohesion. Dissent helps to create a more inclusive and tolerant society where differences are not
merely tolerated but celebrated.

6. Building Resilience Against Populism and Extremism In an era where populist and extremist
ideologies can gain traction, dissent serves as a safeguard. By encouraging open debate and the free
exchange of ideas, dissent helps to expose and challenge oversimplified narratives and divisive
rhetoric. It promotes a culture of critical inquiry and reasoned argumentation, building societal
resilience against the allure of simplistic solutions and demagoguery.
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5. Unintended Consequences

These unintended consequences highlight the complexities and challenges of regulating online
content, emphasizing the need for careful consideration and consultation in the drafting and
implementation of such legislation.

Here is an outline of potential unintended consequences that could arise from the implementation of
a bill targeting misinformation and disinformation:

1. Over-Censorship:

e Broad Definitions: Vague or overly broad definitions could lead to the removal of
content that isn't genuinely harmful.

¢ Platform Overreach: To avoid penalties, platforms might adopt a conservative
approach, leading to the removal of legitimate content.

2. Chilling Effect on Free Speech:

o Self-Censorship: Users might refrain from sharing opinions or information due to
fear of repercussions.

o Stifling of Scientific Debate: Researchers might avoid discussing or publishing
findings that deviate from mainstream narratives.

3. Economic Impacts:

¢ Loss of Monetization: Content creators might lose revenue if their content is
demonetized due to perceived violations.

¢ Business Relocation: Some online platforms or businesses might choose to operate
outside of the jurisdiction to avoid the bill's implications.

4. Platform Liability and Legal Challenges:

¢ Increased Litigation: Platforms might face legal challenges from users who believe
their content was wrongfully removed.

e Operational Costs: Platforms might incur significant costs to monitor, review, and
remove content, impacting smaller platforms disproportionately.

5. Impact on Innovation:

o Stifling Start-ups: New platforms might be deterred from starting up due to the
potential legal and operational burdens of the bill.

e Barrier to Tech Advancements: The bill might hinder the development of new
communication tools or platforms.

6. Misuse by Vested Interests:

¢ Lobbying and Influence: Entities with vested interests might leverage the bill to
suppress information unfavourable to them.

e Suppression of Whistleblowers and Activists: Vested interests may exploit the
provisions of the bill to target whistleblowers, activists, and critics who expose
unethical practices, corruption, or environmental harm. By using the bill to silence
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these voices, corporations, politicians, or other powerful entities could evade
accountability and continue practices that are detrimental to society, the
environment, or public health.

7. Global Implications:

¢ International Relations: The bill might strain relations with countries that view it as a
form of internet censorship.

¢ Global Internet Governance: The bill might influence how other countries approach
internet regulation, potentially leading to a fragmented global internet.

8. Public Trust:

o Distrust in Platforms: Users might lose trust in platforms they believe are

suppressing legitimate content.

o Distrust in Government: The public might view the bill as a government overreach,
leading to broader distrust in authorities.

9. Impact on Marginalized Voices:

¢ Suppression of Minority Opinions: The bill might disproportionately impact
marginalized groups or minority opinions, further silencing already
underrepresented voices.

e Barrier to Social Justice Movements: The bill could create obstacles for social justice
movements that rely on online platforms to mobilize support, raise awareness, and
advocate for change. By potentially stifling the voices of activists and community
leaders, the bill might hinder efforts to address systemic inequalities, discrimination,
and injustice. This could perpetuate existing disparities and undermine the pursuit of

a more equitable and inclusive society.
11. Potential for Political Misuse:

e Suppression of Dissent: Governments might misuse the bill to suppress political

opposition or criticism.

e Control of Information Flow: The bill could be exploited by those in power to control
the flow of information, selectively promoting narratives that align with their
interests while suppressing alternative viewpoints. This manipulation of public
opinion could undermine the democratic process, skewing elections, policy
decisions, and public debates in favor of those who wield the power to interpret and

enforce the law.
12. Reliance on Flawed Technologies:

o Algorithmic Errors: Automated systems used to detect misinformation might have
inaccuracies, leading to wrongful content removal.

o Lack of Context: Automated systems might lack the nuance to understand context,
leading to the suppression of satirical, historical, or educational content.
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6. Concerns about Constitutional Rights

The last three years have seen a perceived erosion of Constitutionally-guaranteed rights, including
the freedom to breathe freely, bodily autonomy, and the right to education and work.

While the Australian Constitution does not have a bill of rights like some other countries, it contains
several provisions and implied rights that protect individual freedoms. Any legislation that appears to
infringe on these rights or principles can be subject to constitutional challenge in the High Court. The

outlined points provide potential areas where the bill might face such challenges based on the
Australian Constitution.

Potential Incompatibilities of the Bill with the Australian Constitution:

1. Implied Freedom of Political Communication:

The Australian Constitution does not explicitly protect freedom of speech. However,
the High Court has recognized an implied freedom of political communication as an
essential part of the system of representative and responsible government created
by the Constitution.

If the bill restricts or penalizes certain types of political speech or communication on
social media platforms, it could be seen as infringing on this implied freedom.

Any law that burdens this freedom must be for a legitimate end and be
proportionate and appropriate to that end.

2. Section 51{xxix) — External Affairs Power:

The Commonwealth has the power to make laws with respect to external affairs. This
power has been used to implement international treaties, including human rights
treaties that protect freedom of speech and expression.

If the bill contravenes Australia's obligations under international human rights
treaties, it might be challenged under this power.

3. Section 51(xx) — Corporation Power:

The Commonwealth can legislate with respect to foreign, trading, and financial
corporations. If the bill disproportionately impacts these corporations (like
international social media platforms), its validity under this section might be
guestioned unless it can be shown that the regulation is appropriate and adapted to
the corporations' nature.

4. Section 92 — Interstate Trade and Commerce:

Section 92 ensures that trade, commerce, and intercourse among the states shall be
absolutely free.

If the bill imposes restrictions that affect the free flow of information or digital
commerce across state boundaries, it might be challenged under this section.
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Acquisition of Property on Just Terms (Section 51(xxxi)):

e If the bill results in the acquisition of property (which can include intangible property
like digital assets or intellectual property) from social media platforms or individuals
without just compensation, it could be challenged under this section.

Section 109 - Inconsistency between Commonwealth and State Laws:

e If any state or territory has laws that are inconsistent with this Commonwealth bill,
then, under Section 109, the latter shall prevail. This could lead to legal challenges if
states have more protective laws regarding freedom of speech or digital rights.

Overbreadth and Vagueness:

e For alaw to be constitutionally valid, it must be clear and not overly broad. If the
bill's provisions are vague or overly broad, making it unclear what is prohibited or
how it will be enforced, it might be seen as infringing on the rule of law, a
fundamental constitutional principle.

Separation of Powers:

e The Australian Constitution embodies the doctrine of the separation of powers,
dividing the institutions of government into three branches: legislative, executive,

and judicial.

e If the bill gives excessive power to the executive branch to determine what
constitutes misinformation or disinformation without clear legislative guidance or
judicial oversight, it could be challenged on this basis.
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7. Non-Compatibility with International Human Rights:

International human rights instruments emphasize the importance of freedom of expression, access

to information, and the right to participate in public affairs. Any legislation that appears to infringe

on these rights can be subject to challenge based on these international standards. Member states

that are signatories to these instruments have an obligation to ensure that their domestic laws are

consistent with their international commitments.

International human rights legislation and agreements set standards that member states are

expected to uphold. Here's a detailed outline of potential incompatibilities between the bill {(as

described in the provided content) and international human rights standards.

Potential Incompatibilities with International Human Rights Legislation and Agreements that
Australia is a Signatory to:

1. Universal Declaration of Human Rights (UDHR):

Article 19: "Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive and
impart information and ideas through any media and regardless of frontiers."

e If the bill restricts or penalizes certain types of speech or communication on
social media platforms, it could be seen as infringing on this right.

2. International Covenant on Civil and Political Rights (ICCPR):

Article 19: Recognizes the right to freedom of expression, including the freedom to

seek, receive, and impart information and ideas of all kinds.

e Any undue restrictions on online speech or the dissemination of information
could be seen as a violation of this article.

Article 21: Recognizes the right to peaceful assembly. If the bill restricts online
gatherings or discussions, it might infringe on this right.

Article 25: Ensures citizens' right to participate in the conduct of public affairs.
Restricting political speech could be seen as limiting this participation.

3. International Covenant on Economic, Social and Cultural Rights (ICESCR):

Article 15: Recognizes the right of everyone to take part in cultural life, enjoy the
benefits of scientific progress, and benefit from the protection of the moral and
material interests resulting from any scientific, literary, or artistic production of
which they are the author.

e If the bill restricts the sharing or dissemination of scientific information or

debates, it could infringe on this right.
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4. UN Human Rights Committee General Comment No. 34:

This comment on the ICCPR's Article 19 emphasizes that any restriction on the right

to freedom of expression must be provided by law, serve a legitimate aim, and be
necessary and proportionate.

Blanket restrictions, vague laws, or laws that give excessive discretion to authorities
would be incompatible with this standard.

5. Johannesburg Principles on National Security, Freedom of Expression and Access to

Information:

These principles emphasize that restrictions on freedom of expression to protect

national security must be prescribed by law and be necessary in a democratic
society.

If the bill uses national security or the prevention of misinformation as a justification
for broad restrictions on speech, it could be challenged based on these principles.

6. UN Guiding Principles on Business and Human Rights:

e If the bill places obligations on social media platforms or other businesses to restrict

content, it could implicate these guiding principles, which emphasize the corporate
responsibility to respect human rights.

7. World Trade Organization (WTO) Agreements:

e If the bill affects the operation of digital platforms or online services that have

international reach, it might implicate trade-related aspects of intellectual property
rights or e-commerce provisions under the WTO framework.
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8. Ambiguity in Definitions:

The ambiguity within the proposed bill's definitions poses serious risks that extend beyond mere
legal technicalities. The lack of clarity in defining terms like "misinformation," "disinformation," and
"serious harm" creates a landscape ripe for manipulation and abuse. This vagueness threatens to
undermine essential democratic principles, such as free speech and the rule of law, by allowing for
inconsistent and potentially biased application of the law. Here's an exploration of these issues:

1. Subjectivity in Interpretation

The lack of clear definitions for key terms in the bill opens the door to subjective interpretation.
Without concrete guidelines, different individuals, agencies, or courts may interpret these terms in
varying ways. This subjectivity can lead to inconsistent enforcement and application of the law,
creating confusion and uncertainty.

2. Potential for Abuse

Ambiguity in legal definitions can be weaponized by those in power to suppress dissenting voices or
target specific groups. The broad and unclear definition of "serious harm," for example, could be
used to silence opinions that challenge the status quo or that are deemed politically inconvenient.
This potential for abuse threatens the fundamental principles of free speech and democratic
discourse.

3. Legal Challenges

Vague and ambiguous definitions often lead to legal challenges and protracted litigation. Individuals
or entities accused of violating the law may argue that the terms are too unclear to be enforceable.
This can result in costly and time-consuming legal battles that undermine the effectiveness of the law
itself.

4. Impediments to Effective Regulation

Ambiguity in legal definitions can also hinder the effective regulation and enforcement of the law.
Without clear guidelines, regulators may struggle to consistently apply the law, leading to uneven
enforcement and potential loopholes.

5. Ethical Considerations

The ethical implications of vague and ambiguous legal definitions cannot be overlooked. The
potential for abuse and suppression of free speech raises serious ethical questions about the
integrity and fairness of the legal system.
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9. Exemption of Government from Proposed Laws

The exemption of the government from the proposed laws is fraught with risks and challenges. It

undermines democratic principles, creates inequality, and has the potential to lead to abuse and

overreach. Even from the government's perspective, this exemption may not be beneficial in the long

run, as it can lead to public backlash, legal challenges, and a loss of trust and credibility.

Here are some of the reasons why this exemption is a bad idea:

1.

Lack of Accountability: By exempting itself, the government removes a layer of
accountability that would otherwise apply to its actions. This can lead to a lack of
transparency and oversight, allowing the government to act without fear of legal
consequences.

Potential for Abuse: The exemption opens the door for potential abuse of power. Without
legal constraints, the government could use the provisions of the bill to suppress dissenting
voices, control narratives, and stifle opposition. This can lead to a chilling effect on free
speech and democratic discourse.

Undermines Public Trust: The exemption can undermine public trust in the government and
its institutions. If the government is seen as placing itself above the law, it can erode
confidence in the rule of law and the fairness of the legal system.

Contradicts Democratic Principles: In a democratic society, laws should apply equally to all,
including the government. By exempting itself, the government contradicts this fundamental
principle, potentially weakening the democratic fabric of the nation.

Creates a Double Standard: The exemption creates a double standard where private entities,
individuals, and corporations are subject to the law, but the government is not. This
inequality can lead to resentment and a perception of injustice.

Impedes Healthy Debate: The potential for government overreach and suppression of
dissenting voices can impede healthy debate and discussion. This stifling of diverse opinions
can hinder the development of well-rounded policies and lead to a more polarized society.

Not in the Government's Long-Term Interest: While the exemption might seem beneficial to
the government in the short term, allowing for more control and flexibility, it may not be in
its long-term interest. A government that is seen as overreaching, unaccountable, and unfair
can face backlash from the public, international community, and future administrations. This
can lead to instability and challenges to governance.

Potential Conflicts with International Obligations: As previously discussed, Australia is a
sighatory to various international human rights agreements. An exemption that allows for
potential suppression of free speech and other rights could put the country at odds with its
international obligations, leading to legal challenges and reputational damage.

Sets a Dangerous Precedent: By exempting itself from the law, the government sets a
precedent that could be exploited by future administrations. This can lead to a slippery slope
where the exemption becomes a tool for increasingly authoritarian practices.
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10.Potential Bias Towards Mainstream Media:

The proposed exclusion of "professional news content" from ACMA's restrictions is a contentious
issue with implications for media integrity, public trust, and democratic values. While seemingly
favouring mainstream media, this exclusion may actually erode public trust, threaten media
independence, create unfair advantages, and undermine journalism's role. Policymakers must weigh
these concerns and seek a balanced approach that upholds transparency, fairness, and accountability
to serve both the media industry and the public's interests.

1. Erosion of Public Trust

The exclusion of professional news content from regulatory oversight may lead to an erosion of
public trust in mainstream media. By creating a divide between professional and non-professional
content, the legislation implicitly endorses the credibility of mainstream media. However, this
endorsement may backfire, as the public may perceive it as a lack of transparency and an attempt to
shield mainstream media from scrutiny. The erosion of trust could undermine the credibility of
professional journalism, leading to a decline in readership and viewership.

2. Threat to Media Independence

The exclusion may also be perceived as a form of government interference in the media landscape.
By selectively applying regulations, the government may be seen as exerting influence over the
content and narratives promoted by mainstream media. This perception could threaten the
independence of professional journalism, casting doubt on the objectivity of reporting and further
diminishing public trust.

3. Unfair Competitive Advantage

The exclusion could create an uneven playing field, giving mainstream media an unfair competitive
advantage over independent and alternative media outlets. This advantage may stifle diversity in
media, limiting the range of voices and perspectives available to the public. The long-term
consequence could be a homogenized media landscape, devoid of the vibrant debate and critical
analysis that are essential to a healthy democracy.

4. Potential for Complacency

By exempting professional news content from oversight, mainstream media may become complacent
in adhering to journalistic standards and ethics. The absence of regulatory checks and balances could
lead to a decline in the quality of reporting, as there would be less incentive to maintain rigorous
standards of accuracy, fairness, and objectivity.

5. Undermining the Role of Journalism

Journalism's role as the "Fourth Estate" is predicated on its ability to hold power to account,
regardless of its source. By excluding professional news content from regulation, the legislation may
inadvertently undermine this essential function. It sends a message that mainstream media is above
scrutiny, potentially weakening its ability to act as a watchdog on behalf of the public.

6. Missed Opportunity for Self-Regulation

The exclusion may also represent a missed opportunity for the media industry to demonstrate its
commitment to self-regulation. By embracing oversight, mainstream media could have reinforced its
dedication to ethical journalism and bolstered public confidence in its integrity.

Page 20 of 27



11.The Potential for Misuse, Overreach, and Regulatory Capture in the
Proposed Bill

The proposed bill, with its potential for misuse, overreach, and regulatory capture, demands careful
scrutiny and strong safeguards. Balancing the regulation of digital content with the preservation of
democratic principles is a complex task that requires a thoughtful approach. Policymakers must
engage in open dialogue, considering the risks and unintended consequences to craft legislation that
serves the public without compromising democracy, freedom of expression, and corporate
accountability. The stakes are high, and the path forward must be navigated with caution and a
commitment to the core values of a free society.

1. Potential for Misuse

The bill's provisions, particularly those related to misinformation, disinformation, and serious harm,
are open to interpretation. This ambiguity creates a risk that future governments or entities could
misuse the bill's provisions for political or personal gain. The potential for selective enforcement or
targeting of specific groups or individuals raises serious ethical and legal questions.

a. Stifling of Political Expression

The potential misuse of the bill to suppress political dissent and protests is particularly
concerning. In a democratic society, the right to protest and express political opinions is
sacrosanct. The bill's provisions could be weaponized to silence opposition voices,
undermining the democratic process.

b. Open to Abuse

The recent history of how political opinions were policed under the guise of public health
management raises alarms about the potential for abuse. The bill's broad and vague
definitions could allow authorities to target content that challenges the prevailing narrative,
leading to a chilling effect on free speech.

2. Potential for Government Overreach

The bill's provisions allowing the government to impose civil and criminal penalties on internet users
for publishing content that the government disapproves of lead to concerns about overreach. This
overreach could manifest in several ways:

a. Suppression of Dissenting Voices

The government could use the bill to suppress dissenting voices or opinions that do not align
with their narrative. This suppression could extend to academics, journalists, activists, and
ordinary citizens, stifling the free exchange of ideas.

b. Erosion of Privacy

The collaboration between government agencies and social media companies to flag and
remove content could lead to an erosion of privacy rights. The surveillance of online activity
without clear checks and balances threatens individual autonomy and freedom.
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3. Potential for Regulatory Capture

The risk of regulatory capture by corporations seeking to suppress information not in their corporate
and shareholder interests adds another layer of complexity to the bill's potential impact.

a. Corporate Influence

Corporations could exert undue influence over the regulatory process, shaping the rules to
serve their interests. This influence could lead to the suppression of information related to
environmental harm, unethical practices, or other issues that might affect their bottom line.

b. Unfair Advantage

The exclusion of professional news content from certain regulations could give mainstream
media an unfair advantage, further diminishing trust in these institutions. This exclusion
could be exploited by corporations to control the narrative and suppress dissenting opinions.
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12.Creating a New Underground

The "Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill

2023," while intended to fight misinformation and disinformation, may inadvertently drive users

towards more covert and advanced technologies. This shift could complicate the online environment

and create new challenges for both users and authorities. The consequences might include increased

difficulty in monitoring and regulating online content, the emergence of hidden networks that evade

oversight, and potential risks to privacy and security. The bill's unintended push towards more

complex technologies highlights the need for careful consideration of potential ramifications and a

balanced approach that addresses the underlying issues without creating new problems.

1.

10.

Increased Use of Encryption: There might be a surge in the use of end-to-end encryption
technologies to ensure private communication remains confidential. While encryption can
protect user privacy, it can also make it challenging for authorities to monitor and regulate
content.

Rise of Decentralized Platforms: Decentralized platforms, which operate without a central
authority, could become more popular. These platforms can be harder to regulate or shut
down because they're distributed across numerous nodes.

Growth of the Dark Web: More users might migrate to the dark web, a part of the internet
not indexed by traditional search engines, to communicate and share information without
fear of surveillance or censorship.

Development of Ephemeral Technologies: Technologies that allow content to disappear
after being viewed (like Snapchat) might become more prevalent, making it harder to track
or archive discussions.

Use of VPNs and Proxies: To bypass potential restrictions or surveillance, there could be an
increase in the use of Virtual Private Networks (VPNs) and proxy servers, allowing users to
mask their location and online activities.

Increased Technological Sophistication: As authorities develop tools to monitor and regulate
content, there might be an arms race with developers creating more advanced tools to
bypass these regulations.

Potential for Cybercrime: With the rise of underground technologies, there's a risk that
cybercriminal activities (like fraud, hacking, or illegal trade) could also increase, taking
advantage of these less-regulated spaces.

Challenges for Law Enforcement: As users adopt more sophisticated technologies, it could
become more challenging for law enforcement agencies to monitor potential threats or
illegal activities.

Fragmentation of the Online Community: The online community might become fragmented,
with mainstream users on regulated platforms and others on underground or decentralized
platforms. This fragmentation can hinder the free flow of information and ideas.

Erosion of Trust: If people feel the need to resort to underground technologies to
communicate freely, it might erode trust in the government and its regulatory measures,
leading to skepticism about its intentions and actions.
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13.Personal Websites

Contrary to some beliefs, the bill doesn't just target social media giants but any website providing
“news content” with an “interactive feature,” potentially stifling independent journalism and content

creators.

The bill could have profound implications for private citizens hosting their own websites or using
website hosting services. It could introduce new operational, legal, and reputational challenges and
might significantly alter the online discourse landscape for individuals. Here's a detailed breakdown:

1. Content Liability:

e Private citizens might be held directly accountable for any content deemed as
misinformation or disinformation on their websites. This means that individuals
would need to be extra cautious about what they post, share, or allow others to post

on their platforms.
2. Increased Moderation and Monitoring:

¢ Individuals would need to actively monitor and moderate content on their websites
to ensure compliance with the bill. This could be particularly challenging for those
without the resources or expertise to do so.

3. Legal and Financial Risks:

¢ If content on a private website is found to be in violation of the bill, the website
owner could face legal actions, fines, or other penalties. This could pose significant
financial risks for individuals.

4. Freedom of Expression Concerns:

e The bill could be seen as limiting the freedom of expression of private citizens on
their own platforms. Individuals might feel compelled to self-censor or avoid certain

topics altogether to avoid potential legal repercussions.
5. Operational Challenges:

e For those using website hosting services, the hosting providers might implement
stricter content guidelines or monitoring tools in response to the bill. This could lead
to operational challenges for website owners, such as more frequent content
takedowns or account suspensions.

6. Reputational Risks:

e If a private website is flagged or penalized under the bill, it could lead to reputational
damage. The website might be labelled as a source of misinformation, which could

deter visitors or collaborators.
7. Chilling Effect on Online Discourse:

e Knowing that they could be held liable for content on their websites, private citizens
might be less inclined to host open forums, allow user-generated content, or engage
in controversial discussions. This could lead to a chilling effect on online discourse.
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14.Universities: “The Academy”

The proposed bill, though possibly well-intentioned, poses serious threats to academic freedom,
creativity, and excellence. Its broad and ambiguous provisions may chill scientific dissent, limit
intellectual diversity, and lead to a loss of top talent, with long-term negative effects on research and
innovation. The bill's potential to suppress differing views and narrow academic discourse
undermines the fundamental role of dissent in academia and democratic society. Careful
consideration and potential revision are essential to preserve the integrity of academic life and
ensure that the pursuit of truth remains unhampered by fear or conformity.

1. Chilling Effect on Scientific Dissent
Suppression of Unpopular or Controversial Views

The fear of fines and retribution under the bill could lead researchers to self-censor, avoiding topics
that might be perceived as dissenting or controversial. This self-imposed silence stifles the very
essence of academic inquiry, where challenging established norms and seeking truth through
rigorous debate is paramount.

Impact on Peer Review and Academic Publishing

Journals may become hesitant to publish dissenting positions, leaning towards consensus narratives
that align with government or corporate interests. This bias undermines the integrity of the peer-
review process, where diverse perspectives should be evaluated on their merits, not their conformity
to prevailing opinions.

2. Impact on Academic Freedom and Intellectual Diversity
Narrowing of Academic Discourse

The bill's potential to suppress dissenting views leads to a reduction in the exploration of alternative
theories and methodologies. This homogenization of thought cripples the intellectual diversity that
fuels creativity, innovation, and critical engagement with complex issues.

Impact on Teaching and Curriculum

Limitations on course content and pedagogical approaches may arise as educators avoid topics that
could be perceived as dissenting. This suppression not only hampers student voices but also
undermines the development of critical thinking skills, essential for informed citizenship.

3. Brain Drain and Loss of Talent
Migration of Top Talent to Freer Jurisdictions

The repressive academic environment created by the bill could drive innovative researchers and
educators to seek opportunities in jurisdictions with more academic freedom. This loss impacts
national competitiveness in science and technology, leaving a void that may be difficult to fill.

Difficulty in Attracting International Scholars and Students

A perception of a hostile academic environment may deter international scholars and students from
choosing to study or collaborate with institutions in the jurisdiction. This decline in international
collaboration and exchange weakens the global standing of the academy.
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4. Long-term Consequences for Research and Innovation
Stagnation of Scientific Progress

A reduced willingness to challenge established paradigms leads to stagnation in scientific progress.
Groundbreaking discoveries and innovations often arise from questioning the status quo, and the
loss of this spirit of inquiry has far-reaching implications.

Impact on Public Trust and Engagement with Science

The erosion of public confidence in academic integrity, coupled with reduced societal engagement
with scientific issues, undermines the role of academia as a trusted source of knowledge and
wisdom. This disconnect between the academy and society further widens the gap in understanding
and collaboration.
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15.Self-incrimination

While the intention to protect the community against harms from misinformation and disinformation

is important, the provisions related to self-incrimination and information-gathering powers in this

section of the bill raise significant legal, ethical, and practical concerns. Careful consideration and

potential revision may be needed to address these issues and balance the competing interests

involved. Here are several concerns and potential problems:

1.

Abrogation of the Privilege Against Self-Incrimination: The bill's provision that a person
cannot refuse to answer a question or provide information or a document on the grounds
that it may incriminate them is a significant departure from common law principles. This
could be seen as undermining individual rights and legal protections.

Potential for Coercion: Without the protection against self-incrimination, individuals might
feel coerced into providing information that could be used against them in other contexts,
despite the bill's assurance that the information cannot be used in criminal proceedings
(with certain exceptions).

Lack of Clarity on Legal Professional Privilege: While the bill states that it does not intend to
abrogate legal professional privilege, it does not provide clear guidelines on how this
privilege will be protected in practice.

Potential Overreach of Information-Gathering Powers: The scenarios described suggest that
the ACMA (Australian Communications and Media Authority) would have broad powers to
request information from platforms. This could lead to concerns about overreach and the
potential for abuse of these powers.

Impact on Privacy: The extensive information-gathering powers could raise privacy concerns,
especially if there are not clear guidelines and safeguards in place to protect the
confidentiality and security of the information collected.

Challenges in Defining Misinformation and Disinformation: The scenarios described involve
the ACMA requesting information about measures taken against misinformation and
disinformation. However, defining what constitutes misinformation or disinformation can be
subjective and contentious, leading to potential disputes and inconsistencies in enforcement.

Potential Impact on Freedom of Speech: The broad powers to request information about
content and moderation activities could have a chilling effect on free speech. Platforms
might become more cautious and restrictive in what content they allow, out of fear of
regulatory scrutiny.

International Jurisdiction Concerns: If the bill applies to entities outside of Australia, as
suggested in other parts, this could raise complex jurisdictional issues and potential conflicts
with other countries' laws.

Potential Impact on Innovation and Competition: Smaller platforms and individual operators
might find the compliance burdens and potential legal risks associated with these provisions
to be prohibitive, potentially stifling innovation and competition in the digital platform space.
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